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PRIVATE CALLS ANYWHERE 

Abstract 

Leveraging spatial computing and robust 
encryption, Phone Booth redefines the private 
communication space by merging the nostalgic 
appeal of traditional phone booths with state-of-
the-art technology, ensuring privacy and security 
in our digital era. This white paper introduces 
Phone Booth as a novel, decentralized platform, 
enabling secure, anonymous communications 
through zero-knowledge encrypted portals, or 
'Booths', strategically located in the physical 
world. Phone Booth is a communication tool 
designed for the next evolution of the internet. 
Built for the spatial web Phone Booth enables 
environments where virtual and physical realities 
can coexist and interact in real-time.  

1. ENCRYPTED COMMUNICATION 
PORTALS MAPPED TO LOCATIONS 

1.1 Introduction 

In an era where digital privacy is increasingly 

elusive, Phone Booth emerges as a sanctuary for 

secure communication, reimagining the essence 

of the traditional phone booth for the digital age. 

This white paper introduces Phone Booth as a 

groundbreaking platform that blends encrypted 

communication portals with the physical world, 

creating ephemeral augmented reality booths for 

secure, private, and untraceable conversations 

accessible globally.  

 

Reflecting on communication's evolution from 

face-to-face interactions and written 

correspondence to the digital age's complexities, 

we highlight the escalating privacy concerns—

from wiretapping and mail interception to digital 

eavesdropping and data breaches. Phone Booth 

addresses these modern challenges by offering an 

innovative solution that prioritizes user privacy 

and security in a seamlessly connected world. 

 

Amidst the modern landscape of advanced data 

mining and mass surveillance, where 

governments and corporations scrutinize our 

communications, and social media platforms 

exploit personal data, the narrative around digital 

privacy has intensified. Revelations by 

whistleblowers and the scrutinized acquisitions of 

major platforms have underscored the pervasive 

extent of surveillance.  

 

Against this backdrop, the imperative for 

encrypted communication has surged, propelling 

technologies like SSL/TLS and end-to-end 

encryption to the forefront. Phone Booth emerges 

as a beacon in this ongoing privacy versus 

surveillance debate, offering a resilient solution 

that marries advanced encryption with the need 

for secure, private communication channels in a 

world where the balance between privacy rights 

and surveillance capabilities remains 

precariously poised. 

2. PHONE BOOTH’S UNIQUE 

PROPOSITION 

2.1 The Need for Phone Booth 

The rationale behind Phone Booth's development 

is deeply rooted in the necessity for practical 

cryptography. In today's digital age, where data 

breaches and privacy invasions are rampant, 

Phone Booth stands as a testament to the power 

of applied cryptography in creating solutions that 

are not only secure but also accessible and 

relevant to the end-user. Our emphasis on the 
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real-world application of cryptographic principles 

ensures that Phone Booth is not merely a concept 

but a practical tool that empowers users to 

navigate the digital world with confidence and 

security. [1] 

Augmented Reality (AR) Booths Utilizing End-to-

End Encryption 

We pay homage by reviving the traditional Phone 

Booth, transforming it using AR technology. These 

virtual booths, anchored to real-world locations, 

offer a unique, immersive experience for users 

seeking private conversations. These AR booths 

are ephemeral, appearing only when needed and 

vanishing afterward, leaving no digital footprint. 

They are also location-specific, meaning they can 

only be accessed physically within a certain 

proximity, adding an extra layer of privacy and 

security. The AR component of Phone Booth isn't 

just about privacy; it also enhances the user 

experience by blending the physical and digital 

worlds, offering a novel way of interaction that 

feels more personal and engaging. 

Phone Booth employs end-to-end encryption, 

ensuring that all communications within the 

platform – be it voice, video, or text – are secured 

from outside access. This means that only the 

communicating users have access to the content 

of their conversations. Utilizing state-of-the-art 

encryption algorithms such as AES-256 and RSA, 

Phone Booth guarantees that the data is virtually 

unbreakable. This level of security is crucial in an 

era of increasing cyber threats and surveillance. 

[2] 

The encryption keys are generated and stored on 

the users' devices, never leaving them. This 

means that not even Phone Booth has access to 

these keys, further solidifying the platform's 

commitment to privacy. 

In our pursuit to redefine secure communication 

through Phone Booth, we ground our 

technological advancements on the bedrock of 

cryptographic principles as elucidated by Bruce 

Schneier in "Applied Cryptography." Schneier's 

comprehensive discourse on encryption and 

decryption serves as a cornerstone to the 

implementation of end-to-end encryption within 

Phone Booth. His insights into the significance of 

choosing robust cryptographic algorithms 

underpin our commitment to securing user 

communications against unauthorized access. [1] 

2.2 Phone Booth Use Cases 

 

Protecting Sources & Avoiding Surveillance: 

Journalists often deal with sensitive information 

and require a secure way to communicate with 

their sources. The ability to guarantee 

confidentiality is crucial for investigative 

journalism and for the protection of 

whistleblowers. By using Phone Booth utilization 

of augmented reality, a journalist can leave a 

private message behind at a particular 

geographical location by deploying a booth. The 

journalist would then give the whistle blower a 

private code giving them access to the booth.  

 

Once at the location the whistle blower would be 

able to read the message. In many regions, 

journalists are under surveillance, which can 

threaten their ability to report freely. An encrypted 
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communication platform like Phone Booth 

enables them to bypass such surveillance, 

ensuring press freedom. Because they can leave 

behind encrypted messages based on location 

that can only be accessed with the deployed 

booths code this always communication to be 

protected even if under surveillance.  

 

Social Networking with Privacy 

Phone Booth enables users to connect with 

others who share similar interests within their 

local area, all while upholding stringent privacy 

and security standards, presenting a unique 

opportunity to enhance social connectivity in a 

secure and meaningful way. Users can develop 

AR-based virtual booths that are themed around 

specific interests or activities, such as 

photography, hiking, technology, 

entrepreneurship, or environmental conservation.  

These virtual spaces serve as meeting points for 

users within the same geographic area who share 

these interests. Users can join these interest-

based booths without revealing personal 

information. Instead, participation would be 

based on anonymously shared interests, and 

personal details would only be shared at the 

user's discretion. 

The platform's geolocation capabilities to create 

localized virtual booths, makes it easier for users 

to connect with community members nearby. This 

fosters a sense of local community and 

encourages real-world meetups and collaboration 

on community projects or events. The platform 

allows for event organization, including secure 

RSVPs, location sharing for the event venue (using 

the platform's privacy-centric location services), 

and private channels for event discussion. 

 

Phone Booth provides benefits when it comes to 

social networking because it can help users find 

and engage with a community of like-minded 

individuals in their area, enhancing social bonds 

and community cohesion. 

 

Art and Performances  

Another use case for Phone Booth is Art & 
Performances. Artists and performers can utilize 
Phone Booth to create location-specific art 
installations or performances showcasing a 
transformative approach to how art is experienced 
in the digital age. This fusion of physical spaces 
with digital enhancements opens new avenues for 
creative expression and audience engagement. 
Artists and performers can deploy a booth or 
utilize a booth to host digital artworks, augmented 
reality (AR) experiences, performances, and 
installations that are anchored to specific 
physical locations. 

With Phone Booth artists are allowed to create 
interactive art pieces and can schedule events or 
unveil artworks at specific times, creating 
anticipation and exclusivity. Artists can also 
provide access codes to certain viewers for 
private showings or special previews. 

Because Phone Booth is location-based artist and 
performers can do location-based storytelling, 
crafting narratives that unfold as viewers move 
through specific routes or locations, offering a 
unique blend of physical exploration and digital 
storytelling. They can even facilitate collaborative 
art projects where multiple artists can contribute 
to a single piece or performance, potentially 
across different locations. This could foster global 
collaboration, bringing together diverse 
perspectives and talents. 
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By harnessing the potential of Phone Booth, 
artists and performers have the opportunity to 
redefine the intersection of art, technology, and 
community, creating experiences that are not only 
visually captivating but also deeply engaging and 
immersive, enriching the cultural landscape of 
communities worldwide. 

Market Research and Feedback Collection  

Another vital area where Phone Booth can be 
utilized is market research and feedback 
collection. Businesses, researchers, and 
organizations can deploy a booth aimed to gather 
valuable insights directly from specific 
demographics or communities in real-time, while 
maintaining the privacy and anonymity of the 
respondents. This revolutionizes the way market 
research is conducted by leveraging the platform's 
secure and private communication capabilities. 

Businesses can deploy virtual booths in areas 
where their target demographic frequents, inviting 
users to participate in surveys or polls. This can 
provide insights into consumer behavior, 
preferences, and trends specific to that location. 
Companies can use Phone Booth to conduct 
product testing sessions, where participants are 
given access to digital prototypes or descriptions 
of new products and can receive immediate 
feedback or suggestions for improvement. 

Organizers of events, whether virtual or physical, 
can utilize Phone Booth to collect feedback from 
attendees’ post-event. By anchoring feedback 
booths to the event location, organizers can 
gather insights on attendees' experiences, 
preferences, and suggestions for future events. 
Additionally, retailers and service providers can 
deploy virtual booths near their physical locations 
to gauge consumer sentiment and satisfaction. 
This real-time feedback mechanism can help 
businesses quickly address concerns and improve 
customer service. 

Even government agencies and NGOs can use 
Phone Booth for community engagement on 
public projects or policies. By setting up booths in 

affected areas, these organizations can collect 
community feedback, concerns, and suggestions, 
ensuring public participation in decision-making 
processes. 

Corporate Communications 

Phone Booth even opens a new realm of 
possibilities for corporations and businesses to 
enhance their internal and external 
communication strategies securely and 
innovatively. Leveraging Phone Booth can 
significantly improve collaboration, data security, 
and operational efficiency. 

Corporations can utilize Phone Booth for 
encrypted messaging within the organization, 
ensuring that sensitive information, such as 
financial reports, strategic plans, and personnel 
data, remains confidential. They can deploy group 
chats, direct messages, and broadcast messages 
to facilitate different communication needs. They 
can deploy virtual AR booths designated as 
meeting rooms for remote team meetings, 
brainstorming sessions, or one-on-ones. These 
virtual spaces can enhance the sense of presence 
and engagement among remote team members, 
making virtual meetings more interactive and 
productive. 

Businesses can leverage Phone Booth for 
disseminating corporate announcements, policy 
updates, and other important information. By 
using secure channels for these communications 
ensuring that all employees receive the 
information directly and securely. They can 
incorporate training modules and professional 
development resources within Phone Booth. 
Employees can access training sessions, 
workshops, and educational materials through 
secure AR booths, allowing for a flexible and 
immersive learning experience. Lastly, businesses 
can conduct internal surveys and polls to gather 
employee feedback on various topics, including 
workplace satisfaction, policy changes, and new 
initiatives. Secure, anonymous feedback 
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mechanisms can encourage more honest and 
constructive responses. 

Gaming and Entertainment 

Phone Booth opens the possibilities of a vibrant, 
interactive world where the boundaries between 
physical reality and digital augmentation blur, 
creating immersive experiences that engage users 
in unprecedented ways. This innovative approach 
not only revolutionizes how games can be played 
but also how entertainment is consumed. It offers 
new avenues for storytelling, social interaction, 
and exploration. 

Designers can create AR games that are integrated 
into the physical environment and use Phone 
Booth to create location-based challenges, 
puzzles, or treasure hunts. Players could explore 
their surroundings to find digital objects, solve AR 
puzzles hidden in real-world landmarks, or 
participate in city-wide scavenger hunts. Phone 
Booth can be used to tell interactive stories where 
the audience can influence the narrative's 
direction. This could involve navigating through a 
series of AR booths to uncover story elements, 
make choices that affect the outcome, or solve 
mysteries by piecing together clues found in both 
the digital and physical worlds. 

Users can host virtual booths where friends meet 
to play multiplayer games, solve puzzles together, 
or compete in challenges, fostering community 
and connection. Companies can also offer virtual 
events, such as movie premieres, album 
launches, or exclusive interviews, accessible 
through AR booths. These events could include 
interactive elements, like Q&A sessions, fan 
meetups, or behind-the-scenes content, making 
them more engaging for attendees. 

Educational Purposes 

Phone Booth used for educational purposes 
showcases a transformative approach to learning, 
blending the physical and digital realms to create 
immersive, interactive educational experiences. 
Phone Booth can revolutionize traditional learning 

environments, by offering students and educators 
alike a dynamic and engaging way to explore subjects, 
concepts, and cultures. For example, history students 
could walk through virtual historical sites, while 
biology students could explore the human body in 3D. 

Educational quests that require students to visit 
specific locations to unlock knowledge points, 
challenges, or puzzles related to their curriculum can 
be developed. This can encourage outdoor learning 
and real-world exploration, making education an 
adventure. Users can facilitate collaborative projects 
where students can work together in virtual spaces to 
conduct experiments, solve problems, or create 
projects.  

There are so many other use cases such as 
healthcare, disaster response and coordination, 
emergency services coordination that we didn’t 
expand on in this white paper; however, the use cases 
we did explore demonstrate the versatility of Phone 
Booth, showing its potential. 

3. A DECENTRALIZED MESH 

NETWORK 
3.1 Introduction 

At the core of Phone Booth lies distributed mesh 

network topology - where user devices 

interconnect as nodes that collaboratively route 

messages via neighboring nodes without oversight 

from a central server. This peer-to-peer 

architecture allows secure communications to 

emerge through localized interactions. 

 

3.2 Distributed Autonomous Organizations (DAOs) 

Phone Booth aligns with the ethos of Distributed 

Autonomous Organizations (DAOs) - systems 

designed to self-govern based on open 

cooperation between participants, very much like 

an organism. Key emergent traits include: 
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• Security – Absence of central points of 

failure removes targets of concentrated 

attack, while community collaboration 

enhances defenses across endpoints. 

• Privacy – Collective pooled resources 

protect individuals. Short-lived 

randomized routes prevent mass 

surveillance and censorship. 

• Resilience – Built-in redundancy from 

each node pulling double duty as relay 

makes networks auto-heal by simply 

rerouting dynamically to handle 

fluctuations. 

• Accessibility – Common protocols allow 

interoperable solutions across platforms, 

enhanced through collaborative and 

iterative enhancements intrinsic to open 

ecosystems. 

 

Phone Booth inherits these strengths by virtue of 

using mesh topology as its communication 

scaffolding – where decentralized participation 

not only enhances reliability and coverage but 

also provides the privacy and security that is 

central to its mission. 

 

4. EXISTING SOLUTIONS AND 

THEIR LIMITATIONS 
4.1 Traditional Encrypted Messaging Apps 

 

 

WhatsApp                 Signal              Telegram 

Strengths: These apps offer end-to-end 
encryption and are widely used for their 
convenience and strong security measures. 

Limitations: They often require sharing a phone 
number or personal information, leaving a digital 
footprint. Additionally, they are not immune to 
metadata collection and are dependent on the 
security of users' devices. 

4.2 Secure Email Services 

 

 

Strengths: These services provide encrypted 
email communication, often coupled with a focus 
on privacy and data security. 

Limitations: Email communication is generally 
less immediate than messaging or voice calls. 
Moreover, secure email services often require user 
registration, which can compromise anonymity. 

4.3 Enterprise Communication Solutions 

 

 

 

Strengths: These platforms offer robust 
communication solutions for businesses, 
including video conferencing and team 
collaboration tools. 

Limitations: While they may offer encryption, 
their primary focus is not on individual privacy. 
They also often require comprehensive user 
accounts and are designed for corporate rather 
than personal use. 

4.4 AR and VR Communication Tools 

    

 

     Apple                       Meta 

Strengths: These tools offer innovative and 
immersive ways of communication, utilizing AR 
and VR technologies. 



8 
 

Limitations: Their primary focus is not on 
encrypted communication or privacy. They are 
often geared more towards collaboration and 
social interaction rather than secure, private 
conversations. 

Conclusion 

Each of these competitors offers elements of 
secure communication, but they also have 
distinct limitations that Phone Booth capitalizes 
on.  

Phone Booth, with its unique combination of AR-
based ephemeral booths, robust end-to-end 
encryption, and cryptocurrency integration, 
addresses these gaps. It offers a more private, 
secure, and immersive communication 
experience, appealing to users who prioritize 
privacy without compromising on the convenience 
and modernity of digital communication.  

By focusing on these strengths, Phone Booth can 
differentiate itself in a market with a growing 
appetite for secure, private, and innovative 
communication solutions. 

 

 

5. PHONE BOOTH’S ADVANCED 
SECURITY FEATURES 

5.1 Introduction to Zero-Knowledge Proofs 

Zero-knowledge proofs (ZKPs) represent a 
groundbreaking concept in cryptography, enabling 
one party (the prover) to demonstrate to another 
party (the verifier) that a given statement is true, 
without revealing any information beyond the 
veracity of the statement itself. This paradoxical 
notion, that one can prove knowledge of a fact 
without disclosing the fact itself, underpins 
numerous applications in the realms of privacy-
enhancing technologies and secure 
communications. 

The essence of ZKPs lies in their ability to balance 
verification and privacy, ensuring that while the 
verifier is convinced of the truth of the claim, they 
learn nothing else about the underlying 
information. This characteristic is invaluable in 
scenarios where privacy or secrecy must be 
maintained, even in the presence of a verification 
process. [2][3] 

Mathematical Foundation of Zero-Knowledge 
Proofs 

At the core of zero-knowledge proofs are three 
fundamental properties: 

1. Completeness: If the statement is true, 
an honest verifier will be convinced by an 
honest prover. 

2. Soundness: If the statement is false, no 
deceptive prover can convince the honest 
verifier that it is true, except with some 
small probability. 

3. Zero-knowledge: If the statement is true, 
the verifier learns nothing other than the 
fact that the statement is true. The proof 
reveals no additional information. 

A classic example used to illustrate ZKP involves 
proving knowledge of a secret key to open a 
locked door within a cave system, without 
revealing the key itself. This is akin to 
demonstrating the ability to solve a complex 
problem without giving away the solution. [2] [3] 

The Interactive Proof System 

A zero-knowledge proof can be interactive or non-
interactive. In an interactive ZKP, the prover and 
verifier engage in a back-and-forth 
communication process. The basic form of an 
interactive zero-knowledge proof can be 
described as follows: 

1. The Prover generates a random secret, 
performs a computation on it, and sends 
the result to the Verifier. 
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2. The Verifier then issues a challenge, 
asking for evidence that relates to the 
original statement or the random secret. 

3. The Prover responds with evidence that 
satisfies the challenge, without revealing 
the secret itself. 

This process may be repeated multiple times to 
reduce the probability of a deceptive prover 
succeeding in convincing the verifier of a false 
statement. [2] [3] 

Non-Interactive Zero-Knowledge Proofs 

Non-interactive zero-knowledge proofs (NIZKPs) 
allow the prover to make a single, standalone 
statement that the verifier can check without 
further interaction. The Fiat-Shamir heuristic is a 
common method for transforming an interactive 
ZKP into a non-interactive one, using a 
cryptographic hash function as a simulated 
challenge-response mechanism. 

Mathematical Notation and Equations 

In the context of ZKPs, let's consider a scenario 
where the prover wants to prove possession of a 
secret x such that it satisfies a given equation, for 
example, y=gx mod p, where y is known to both the 
prover and verifier, g is a generator of a large prime 
order p, and x is the secret known only to the 
prover. The goal is to prove knowledge of x without 
revealing it. 

The interactive protocol might proceed as follows: 

1. The Prover selects a random value r, 
computes t=gr mod p, and sends t to the 
Verifier. 

2. The Verifier sends a random challenge c 
to the Prover. 

3. The Prover calculates the response s = r + 
cx mod (p − 1) and sends s to the Verifier. 

4. The Verifier checks if gs ≡ t ⋅ yc mod p. If 
the equation holds, the verifier is 
convinced of the prover's knowledge of x. 

5.2 Reasoning for Phone Booth use of Non-
Interactive Zero-Knowledge Proofs for secure 
communications 

Non-Interactive Zero-Knowledge Proofs (NIZKPs) 
represent a powerful cryptographic tool that 
enables a prover to demonstrate the truth of a 
statement to a verifier without revealing any 
additional information beyond the validity of the 
statement itself. Unlike their interactive 
counterparts, NIZKPs do not require any back-
and-forth communication between the prover and 
the verifier, making them particularly well-suited 
for decentralized applications like Phone Booth, 
where efficiency, privacy, and scalability are 
paramount. [2] [3] 

The Essence of NIZKPs 

At the heart of NIZKPs lies the ability to provide a 
proof that can be verified by anyone without 
needing the prover to be present or engage further. 
This is achieved by encapsulating the proof within 
a single message, crafted in such a way that it 
convincingly demonstrates knowledge of a secret 
or the truth of a statement without disclosing the 
secret itself or any additional information. [2] [3] 

Mathematical Framework 

The foundation of NIZKPs can be understood 
through the following components: 

• The Common Reference String (CRS): 
For many NIZKP systems, especially 
those utilizing zk-SNARKs (Zero-
Knowledge Succinct Non-Interactive 
Arguments of Knowledge), a setup phase 
is required to generate a common 
reference string that both the prover and 
verifier trust. This string is used to 
construct and verify proofs. 

• The Proof Generation: The prover, 
wishing to prove a statement, performs 
computations based on their secret 
information and the common reference 
string to generate a proof. This proof 
encapsulates the essence of the 
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statement's truth without revealing any 
specific details about the secret itself. 

• The Verification Process: The verifier, 
upon receiving the proof, can 
independently verify its validity against 
the common reference string. If the proof 
is valid, the verifier is assured of the 
statement's truth without gaining any 
knowledge about the prover's secret. 

Implementing NIZKPs in Phone Booth 

In the context of Phone Booth, NIZKPs can be 
employed in several ways to enhance privacy and 
security: 

• User Authentication: Users can prove 
their identity or membership within a 
group without revealing their actual 
identity or credentials. For example, 
proving membership in a "trusted caller" 
list without disclosing the caller's identity. 
Users will get a randomized code that the 
other user will need to provide as well. 
 

• Transaction Authorization: Proving the 
right to perform a transaction or access a 
service without revealing the 
transaction's details. For instance, 
proving the possession of enough Phone 
Booth tokens to make a call without 
showing the actual credit balance. 

 

• Privacy-Preserving Protocols: Enabling 
features like private messaging or 
confidential transactions where the 
content or the existence of the 
transaction itself needs to be shielded 
from third parties. 

Consider a simplified scenario where a user wants 
to prove they possess a secret s such that H(s)=v 
where H is a cryptographic hash function, and v is 
a publicly known value. The prover can generate a 

NIZKP to prove knowledge of s without revealing s. 

1. Setup (CRS Generation): A trusted setup 
phase generates parameters σ for the 
hash function H that are used to 
construct and verify proofs. 

2. Proof Generation: The prover computes 
the hash H(s)=v using their secret s and 
the parameters σ, then constructs a proof 
π demonstrating that they know s without 
revealing it. 

3. Verification: The verifier checks the proof 
π against the public value v and the 
parameters σ. If the proof verifies 
correctly, the verifier is convinced of the 
prover's knowledge of s without learning 
what s is. 

5.3 Privacy-Preserving Spatial Communication: 
A Comparative Scenario 

To illustrate the advanced privacy features of 
Phone Booth, and how zero-knowledge proof will 
be utilized consider the following scenario: 

 

1. Bob wants to send Alice a private 
message containing sensitive health 
information, with the stipulation that 
Alice can only view the message when 
she is in her private home. Phone Booth's 
use of non-interactive zero-knowledge 
proofs (NIZKPs) ensures that Alice's 
privacy is maintained, and Bob can verify 
that Alice has received and viewed the 
message without compromising the 
confidentiality of the information. 
 

2. When Bob sends the message, he 
deploys a virtual AR booth at Alice's home 
address. The message is encrypted using 
Alice's public key and sent to the booth 
along with a hash of Alice's expected 
location proof. When Alice arrives home, 
her Phone Booth app generates a location 
proof using her GPS coordinates and a 
timestamp, which is then hashed and 
signed to create a NIZKP. This NIZKP 
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proves Alice's location without revealing 
her exact coordinates to the booth or any 
intermediary nodes. 
 

3. Upon successful verification of Alice's 
location proof, the AR booth releases the 
encrypted message to her device. After 
decrypting and viewing the message, 
Alice's app generates another NIZKP, 
proving that she has accessed the 
message without disclosing its content. 
This receipt NIZKP is sent back to Bob, 
who can verify it and confirm that Alice 
has viewed the message. 

In contrast, legacy systems like POCSAG, used by 
alpha-numeric pagers in the 1980s, lacked the 
sophisticated privacy features offered by Phone 
Booth. POCSAG did not provide built-in 
encryption, meaning messages were transmitted 
in plain text and vulnerable to interception. It also 
lacked location-based access control and proof of 
receipt, which are integral to Phone Booth's 
privacy-centric design. 

The use of NIZKPs in this scenario demonstrates 
Phone Booth's commitment to preserving user 
privacy while enabling secure, verified 
communication. By employing advanced 
cryptographic techniques and leveraging the 
spatial web, Phone Booth brings communication 
privacy to the next level, far surpassing the 
capabilities of legacy systems. 

As Phone Booth scales, it has the potential to 
revolutionize secure spatial communication 
across a wide range of industries and use cases. 
From healthcare and finance to legal services and 
beyond, the platform's privacy-first approach and 
innovative use of AR technology set it apart as a 
leader in the field. With Phone Booth, users can 
trust that their sensitive information will remain 
confidential and accessible only to intended 
recipients in designated locations, paving the way 
for a new era of secure, private communication in 
the spatial web. 

6. PHONE BOOTH’S END-TO-END 

ENCRYPTION 
6.1 Introduction 

End-to-End Encryption (E2EE) is a cornerstone of 
secure digital communication, ensuring that only 
the communicating users can access the content 
of their exchanges. Phone Booth leverages this 
technology using two of the most robust 
algorithms: AES-256 and RSA. Understanding 
these algorithms' strengths and functionalities 
underscores why they are chosen for Phone 
Booth. 

By employing AES-256 and RSA, Phone Booth 
ensures a robust and comprehensive encryption 
framework, crucial for maintaining the 
confidentiality and integrity of communications. 
AES-256's strength in securing data with its 
formidable key size, combined with RSA's ability to 
securely manage key exchanges and validate 
identities, creates an encryption ecosystem that is 
exceptionally secure and resilient against various 
cyber threats. This dual approach not only 
reinforces Phone Booth's commitment to privacy 
and security but also positions it as a leading 
choice for users who prioritize secure 
communication in their personal, professional, 
and public interactions.  

End-to-end encryption ensures that messages are 
encrypted from the moment they leave the 
sender's device until they are decrypted by the 
recipient. This process involves transforming 
plaintext into ciphertext using an encryption 
function (E(M) = C), thereby disguising the 
message's substance. The encrypted message, or 
ciphertext, remains impervious to eavesdroppers 
during transmission. Upon reaching the intended 
recipient, the decryption function (D(C) = M) 
reverts the ciphertext back to its original plaintext, 
completing the secure communication loop. 

This meticulous application of encryption and 
decryption not only guarantees the confidentiality 
of the message but also fortifies the integrity and 
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authenticity of the communication channel — 
hallmarks of a truly secure digital conversation 
platform. By integrating cryptographic principles, 
Phone Booth emerges as not merely a 
communication tool but as a bastion of privacy in 
the digital realm, ensuring that every message 
sent is a testament to the unassailable security 
provided by well-implemented encryption 
algorithms. [1] 

Additionally, in the development of Phone Booth, 
we committed to unparalleled data security 
through the selection of advanced encryption 
algorithms, specifically AES-256 and RSA. The 
choice of these cryptographic standards is not 
arbitrary; it is deeply rooted in comprehensive 
analysis. AES-256 and RSA encryption offer 
invaluable insights into the mechanisms and 
strengths that make these algorithms ideally 
suited for ensuring the privacy and security of 
communications. 

AES-256, known for its robustness and resistance 
to all known attack vectors, stands as the epitome 
of symmetric encryption, offering a high level of 
security with a 256-bit key length. This makes it 
virtually impregnable, ensuring that the data 
remains secure against brute force attacks. Our 
examination of AES-256 underscored its efficiency 
and reliability in securing sensitive information, 
validating our choice for its use in encrypting user 
messages within Phone Booth. 

Conversely, RSA encryption, a cornerstone of 
public-key cryptosystems, is instrumental in 
establishing secure digital handshakes and 
verifying identities over the internet. By leveraging 
RSA's key pair system — one private, one public — 
Phone Booth facilitates a secure exchange of 
encrypted messages. This not only guarantees the 
confidentiality of the communication but also 
authenticates the sender's identity, thereby 
preventing impersonation and ensuring message 
integrity. 

The application of AES-256 and RSA within Phone 
Booth's framework is a testament to our 

dedication to security by implementing a dual-
layered encryption model. This model combines 
the speed and efficiency of AES-256 for message 
encryption with the robust authentication and 
non-repudiation features of RSA, providing a 
comprehensive security solution that stands at 
the forefront of digital communication privacy. 

By incorporating these time-tested algorithms, 
Phone Booth not only adheres to the highest 
standards of data security but also reassures 
users of the platform's commitment to 
safeguarding their communications against any 
form of cyber threat. Schneier's insights into AES-
256 and RSA encryption have been instrumental in 
shaping the security architecture of Phone Booth, 
ensuring that every message sent is enveloped in 
a fortress of cryptographic excellence. [1] [2] [3] 

6.2 Advanced Encryption Standard (AES-256) 

AES is a symmetric key encryption algorithm, 
widely recognized for its strength and speed. It's 
used globally to secure sensitive data, including 
by governments for classified information. AES-
256 uses keys of 256 bits. In this encryption 
method, the same key is used for both encrypting 
and decrypting the data. It involves several rounds 
of data transformation to secure the data 
thoroughly. 

With a 256-bit key size, AES-256 offers a vast 
combination of keys, making brute-force attacks 
virtually infeasible. AES-256 is known for its 
efficiency in both hardware and software, with a 
balance of speed and security, making it suitable 
for devices with limited resources. Its widespread 
adoption and testing in various scenarios make 
AES-256 a highly reliable option for data 
encryption. 

 

5.3 RSA Algorithm 

RSA is an asymmetric cryptography algorithm, 
used primarily for secure data transmission. 
Unlike symmetric key algorithms, it uses two keys: 
a public key for encryption and a private key for 
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decryption. In RSA, the encryption key is public 
and can be distributed openly, while the 
decryption key is kept private. The strength of RSA 
lies in the difficulty of factoring large prime 
numbers, a fundamental part of the algorithm's 
design. 

The use of two separate keys for encryption and 
decryption makes RSA particularly secure for 
transmitting data over public networks. The 
public/private key mechanism simplifies the 
challenge of key distribution, which is a significant 
hurdle in symmetric key cryptography. RSA can be 
used for digital signatures, ensuring the 
authenticity and integrity of data and the sender's 
identity. [1] [2] [3] 

 

 

 

6.3 Why AES-256 and RSA are Chosen for Phone 
Booth 

The combination of AES-256 and RSA algorithms 
provides a dual layer of security. AES-256 offers a 
fast and secure method for encrypting the actual 
content of communications, while RSA secures 
the transmission of the encryption keys. 

Both algorithms are highly adaptable to different 
devices and network conditions, ensuring that 
Phone Booth can offer a consistently high level of 
security without compromising on performance. 
Given their widespread use and endorsement by 
cybersecurity experts, these algorithms enhance 
user trust in the Phone Booth platform. [1] [2] [3] 

7. AUGMENTED REALITY IN PHONE 

BOOTH 
7.1 Introduction 

Augmented Reality (AR) technology is a key 

differentiator for Phone Booth, enabling it to 

create ephemeral communication booths in real-

world locations. Augmented Reality technology in 

Phone Booth offers a unique blend of privacy, 

security, and user engagement. By creating 

ephemeral booths in the spatial web, Phone 

Booth provides a secure and private environment 

for communication while leveraging the growing 

capabilities and popularity of AR technology.  

 

This innovative approach not only sets Phone 

Booth apart in the market of communication apps 

but also represents a significant advancement in 

how privacy and technology can coexist in 

harmony. This section explores how AR is utilized 

in Phone Booth to enhance user experience and 

privacy. [4] [5] 

 

7.2 The Concept of AR Ephemeral Booths 
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AR technology allows Phone Booth to overlay 

digital information onto the real world. Users can 

locate and access these virtual booths, which are 

anchored to specific physical locations, through 

their AR-enabled devices. 

 

These booths are transient. They appear when 

needed and vanish afterwards, leaving no trace in 

the physical world, thus ensuring the 

conversations remain private and the digital 

footprint is minimized.[4] [5] 

 

7.3 How AR Booths Work 

Phone Booth uses GPS and other location-
tracking technologies to map virtual booths to 
precise real-world coordinates. When a user 
approaches these coordinates, the AR technology 
on their device renders the booth in their 
surroundings, visible through their device's 
screen. 

Users can interact with these virtual booths 
through their device's interface. This interaction is 
designed to be intuitive, mimicking the experience 
of entering and using a physical phone booth. 

By using AR, Phone Booth can provide a private 
communication space in public areas. The 
physical presence required to access these 
booths adds an additional layer of security, as 
only those physically present at the location can 
access the booth. [4] [5]  

7.4 Technological Infrastructure 

Phone Booth leverages AR to create realistic and 
stable virtual booths. This includes using 
advanced AR software capable of understanding 
and adapting to various environments and lighting 
conditions. 

Phone Booth is developed to be accessible on 
most modern devices, making the technology 
widely available. [4] 

7.5 User Experience and Engagement 

The use of AR makes the experience of using 
Phone Booth more engaging and interactive 
compared to traditional communication apps. It 
bridges the gap between digital and physical 
worlds, creating a novel user experience. You can 
even incorporate gamification elements into its AR 
experience, such as finding and unlocking booths 
for rewards, making the process more enjoyable 
and engaging for users. [5] 

8. DATA PRIVACY AND SECURITY 

PROTOCOLS 
8.1 Introduction 

While end-to-end encryption is a fundamental 

aspect of ensuring data privacy and security in 

Phone Booth, additional measures are essential 

to provide comprehensive protection. These 

protocols address various aspects of data 

security, from user authentication to the handling 

and storage of data. 

 

In addition to its robust end-to-end encryption, 

Phone Booth's comprehensive approach to data 

privacy and security encompasses multiple layers 

of protection. From stringent access controls and 

minimal data collection to regular security audits, 

Phone Booth is dedicated to safeguarding user 

data against a broad spectrum of potential 

threats. These measures, combined with ongoing 

efforts in user education and transparency, 

establish Phone Booth as a leading platform in 

secure and private digital communication. [6] 

 

8.2 User Authentication and Access Control 

Phone Booth implements MFA to verify user 

identities, adding an additional layer of security 

beyond a simple password. Strict access control 

measures ensure that only authorized users can 
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access the Phone Booth app and its features, 

further securing user data. [7] 

 

 8.3 Data Minimization and Anonymity 

Phone Booth adheres to the principle of data 

minimization, collecting only the essential data 

required for operational purposes and nothing 

more. Users are not required to provide personal 

information such as their real name, phone 

number, or email address, preserving their 

anonymity. 

8.4 Secure Data Storage and Management 

Aligning with its privacy-focused ethos, Phone 
Booth does not store conversation logs, 
messages, or any communication data. All data is 
ephemeral, existing only for the duration of the 
communication. 

For any data that needs to be transferred within 
the system, Phone Booth uses secure, encrypted 
channels to prevent interception or unauthorized 
access. [1] 

8.5 Network Security Measures 

Advanced firewalls and IDS provide a strong 
defense against unauthorized access and monitor 
for suspicious activities. All internal 
communications within Phone Booth's network 
are encrypted and secured to prevent internal 
eavesdropping or data leaks. [8]  

8.6 Regular Software Updates and Patches 

Phone Booth's development team regularly rolls 
out updates and patches to address known 
vulnerabilities, keeping the app resilient against 
new threats. Additionally, to ensure all users 
benefit from the latest security enhancements, 
the app features automatic updates, minimizing 
the risk of users operating outdated versions with 
known vulnerabilities. [9] 

8.7 Transparency 

Phone Booth maintains clear, user-friendly privacy 
policies that inform users about how their data is 
(or isn’t) used, helping them make informed 
decisions about their use of the service. [10] 

9. DETAILED REVENUE MODEL 

FOR PROVIDERS 
9.1 Introduction 

The revenue model for providers in the Phone 

Booth ecosystem is a crucial element, designed 

to incentivize participation and ensure the growth 

and sustainability of the network. This model 

offers providers a way to earn through hosting 

virtual AR booths and supporting the network. 

 

The revenue model for providers in the Phone 

Booth network offers a balanced and potentially 

lucrative opportunity. By locking/staking Phone 

Booth tokens to host AR booths, providers can 

generate earnings based on the usage of their 

services. This model not only incentivizes 

providers to join and maintain the network but 

also aligns with Phone Booth's mission of offering 

secure, private communication accessible to all. 

 

9.2 Revenue Streams 

Providers earn revenue for hosting virtual AR 
communication booths. This includes 
compensation for both the availability of the 
booth and the actual usage by customers. 
Providers receive micropayments for every minute 
of audio or video call and for each text message 
sent through their hosted booths. 

 

Audio Call Rate: $0.002 per minute 

 

Video Call Rate: $0.004 per minute 
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Text Message Rate: $0.001 per message 

 

9.3 Earnings Model 

To become a provider, an individual or entity must 
lock/stake $50 worth of Phone Booth tokens per 
booth. This serves as a commitment to 
maintaining the quality and availability of the 
service. Providers earn a percentage of the 
revenue generated from the use of their hosted 
booths.  

This revenue sharing is proportional to the amount 
of Phone Booth tokens they have locked and the 
usage of their booths. In areas with higher 
demand for booths, providers could potentially 
earn more due to increased usage rates. 

9.4 Potential Profitability 

Providers hosting booths in high-traffic areas or in 
regions with a higher demand for private 
communication services are likely to see 
increased usage and, consequently, higher 
earnings. 

As the network of users grows, so does the 
potential for providers to earn more by hosting 
additional booths or increasing their stake in the 
network. 

9.5 Incentives for Providers 

Hosting Phone Booths provides a passive income 
stream, as earnings accrue with each use of the 
booth without active management. Providers are 
part of a network that values and upholds privacy, 
contributing to a greater cause of securing 
communication for users globally. Those joining 
the network early may benefit from less 
competition and can establish a strong presence 
in their chosen locations. 

10. PRICING STRATEGY FOR 

USERS 

10.1 Introduction 

 

Phone Booth adopts a pay-per-use pricing model, 

distinguishing itself from traditional 

communication service providers. Phone Booth’s 

pay-per-use pricing model presents a user-

friendly, transparent, and flexible alternative to 

traditional communication service costs.  

 

By aligning the pricing directly with usage, it 

appeals to a wide range of users, from those who 

require sporadic secure communication to those 

who regularly engage in private conversations, 

providing a cost-effective solution without 

compromising on privacy and security. This 

section outlines how this model works for users 

and how it compares with conventional 

communication costs. 

 

10.2 Pay-Per-Use Model Explained 

Users pay for exactly the amount of service they 
use, measured in minutes for calls and per 
message for texts. This can include: 

 

Audio Call: $0.002 per minute 

 

Video Call: $0.004 per minute 

 

Text Message: $0.001 per message 

 

Unlike many communication services that require 
monthly or annual subscriptions, Phone Booth 
operates on a purely transactional basis. There are 
no recurring fees, making it attractive for users 
who prefer not to commit to regular payments. 
Payments are made using the Phone Booth token. 
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10.3 Comparison with Traditional 
Communication Costs 

Most traditional communication services, 
especially for mobile and landline phones, 
operate on subscription models with fixed 
monthly charges. This often includes a package of 
services, which may or may not be fully utilized by 
the subscriber. However, the pay-per-use model 
can be more cost-efficient for users who do not 
require constant communication services, as they 
only pay for what they use. 

Phone Booth’s model offers more transparency. 
Users can track their usage and expenses in real-
time, avoiding the hidden fees or unexpected 
charges that sometimes occur with traditional 
plans. 

This model provides flexibility, especially 
appealing to users with varying communication 
needs, such as international travelers, 
freelancers, or those who use multiple 
communication platforms. [11] 

11. PHONE BOOTH TOKEN 

BENEFITS 
11.1 Introduction 

The Phone Booth ecosystem integrates a unique 

token system to enhance privacy and global 

usability without aligning with cryptocurrency 

norms. This token is central to the Phone Booth 

framework, enabling secure and private 

transactions that foster global connectivity. It 

transcends traditional monetary functions, 

serving as a mechanism for privacy, 

incentivization, and facilitating microtransactions. 

This section will detail the role and management 

of the Phone Booth token within the ecosystem, 

emphasizing its significance in promoting privacy, 

rewarding contributions, and supporting the 

platform's sustainable growth without 

categorizing it as a cryptocurrency. 

 

11.2 Role of Phone Booth Token 

 

The Phone Booth token serves as the primary 

medium of exchange within the platform, used for 

all transactions including paying for services and 

compensating providers. By contributing compute 

or other resources to Phonebooth, providers gain 

the right to host Phone booths and earn revenue 

from their usage. The token enables the platform 

to efficiently handle microtransactions, such as 

small payments for short call durations or 

individual text messages. 

 

11.3 Benefits of Using the Phone Booth Token 

 

Blockchain transactions add a layer of security, 

aligning with the overall privacy-focused ethos of 

Phone Booth. In contrast to traditional monetary 

systems, Phone Booth operates independently of 

regional banking infrastructures and fluctuating 

exchange rates, ensuring global accessibility and 

functionality without the complexities of currency 

conversion, avoiding any association with 

cryptocurrency to prevent confusion and 

emphasize its unique financial approach. The 

decentralized nature of blockchain aligns with the 

ethos of Phone Booth, promoting a system that is 

not controlled by any single entity and is resistant 

to censorship. 

 

11.4 Management of Phone Booth Tokens 

Users and providers manage their tokens through 
secure digital wallets. Tokens can be earned for 
participating as any of the nodes in any of the 
layers of the network.  

Tokens can be earned and generated for 
performing tasks that ensure the network for any 
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given phonebooth scenario is to be realized. All 
transactions within the Phone Booth ecosystem 
are recorded on a transparent, immutable ledger, 
providing clear records of usage and payments. 

12. IN-DEPTH ON MGRS 
12.1 Introduction 

The Military Grid Reference System (MGRS) is a 

geospatial reference system that provides a 

detailed method for representing specific 

locations on the Earth's surface. Its incorporation 

into the Phone Booth platform brings several 

advantages, especially in terms of accuracy and 

universal applicability.  

 

It offers a highly accurate and universally 

applicable method for location referencing, which 

significantly enhances the functionality and user 

experience of the Phone Booth platform. Its 

precision, reliability, and ease of use make it an 

ideal choice for Phone Booth’s AR-based 

communication system, ensuring users can 

access secure and private communication 

channels wherever they are in the world. 

 

12.2 How MGRS Works 

MGRS is based on the Universal Transverse 

Mercator (UTM) and the Universal Polar 

Stereographic (UPS) grid systems. It was 

developed for military use to provide a precise 

method of expressing geographic locations. It 

divides the world into a series of grid zones, each 

identified by a unique alphanumeric code. This 

system allows for the representation of any 

location on Earth with high precision. 

 

The Earth’s surface is divided into 6-degree 

longitudinal strips called zones. Each zone is 

assigned a unique number and a letter that 

represents the latitude band. Within each zone, 

locations are further pinpointed using easting and 

northing values, which are expressed in meters. 

This allows for detailed and precise location 

referencing. [12] [13] 

 

12.3 Advantages of Using MGRS in Phone Booth 

MGRS can specify locations from a broad area (up 

to 100 km) to a very specific point (as precise as 1 

meter). This level of granularity is achieved by 

varying the number of digits used in the easting 

and northing values. Given its military origins, 

MGRS is designed for high reliability and 

accuracy, which is crucial for applications 

requiring precise location data.  

 

Unlike some other geographic reference systems, 

MGRS is universally applicable and not restricted 

by regional boundaries, making it ideal for a global 

platform like Phone Booth. The precision of MGRS 

enhances the privacy aspect of Phone Booth. 

Users can find and use AR booths in very specific 

locations, ensuring that their communications 

remain private and secure. 

 

Despite its precision, MGRS is relatively 

straightforward to use, especially with digital tools 

that can automatically convert GPS coordinates 

into MGRS. MGRS's precision complements the 

AR technology used in Phone Booth, allowing for 

accurate placement, and tracking of virtual 

booths in the real world. [12] [13] 

13. COMMUNITY INTERACTION 

IN PHONE BOOTH 
13.1 Introduction 
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Community interaction is a vital aspect of the 

Phone Booth platform, enhancing user 

engagement and building a sense of connection. 

Phone Booth facilitates this through its general 

and private chat channels, offering diverse user 

interaction possibilities. 

 

The community interaction features in Phone 

Booth are designed to enhance user engagement, 

foster local connections, and provide secure 

spaces for both public and private conversations. 

These features, combined with the platform’s 

focus on privacy and innovative use of AR 

technology, create a unique and dynamic 

environment for user interaction, setting Phone 

Booth apart as a versatile communication tool. 

 

13.2 General Chat Channels 

General chat channels in Phone Booth are public 
forums where users within a specific MGRS grid 
can interact. These channels are accessible to any 
user within the designated grid area, fostering a 
sense of community among local users. 

• Features: Users can engage in 
conversations related to local events, 
share information, or seek assistance 
from nearby members. 

To manage the flow of information, users have 
options to filter topics or search for specific 
discussions. 

• User Interaction Possibilities 

Beyond public and private channels, Phone Booth 
allows for direct, one-on-one messaging, enabling 
users to connect with others on a more personal 
level. Users can also form groups based on shared 
interests, professions, or other criteria, fostering 
niche communities within the broader Phone 
Booth ecosystem. Both general and private 
channels can be used to coordinate events or 

meetups, leveraging the location-based nature of 
the platform. 

• Integrations and Enhancements 

Leveraging AR technology, Phone Booth offers 
unique ways of interacting within chat channels, 
such as leaving AR messages or symbols in 
specific locations. To accommodate a global user 
base, real-time translation capabilities will be 
integrated, allowing users to communicate across 
language barriers. 

• Safety and Security 

All communications within these channels, be 
they public or private, are encrypted, ensuring that 
conversations remain secure. Users have control 
over their privacy settings, allowing them to 
manage their visibility and interaction levels within 
the community. 

CONCLUSION 
Join Us as We Revolutionize Digital 
Communication 
 
As we unveil the innovative world of Phone Booth, 
we extend a heartfelt invitation for you to become 
an integral part of this groundbreaking journey. 
Whether you are a prospective user, a potential 
staker, or a community enthusiast, your 
participation is pivotal in shaping the future of 
secure and private digital communication. Your 
participation in Phone Booth, in any capacity, is 
not just about adopting a new platform; it's about 
endorsing and contributing to a future where 
communication is private, secure, and user 
centric.  
 
Together, let's set a new standard for digital 
communication. 
 
Warm regards, 
 
The Phone Booth Team 
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*4% tax per transaction. 1.5% goes back to 
liquidity & 2.5% goes to a team wallet for 
development.  

*The team tokens are vested for a 12-month 
period. 

* Private sales go toward marketing/development.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Token Name: PHONE BOOTH 

Token Symbol: $PHBTH 

Blockchain: SOLANA 

Total Supply: 111,111,111 

Token Distribution: Private Sale (4%), Public Sale (61%), Community Rewards/Marketing 
(30%), Team (5%) 
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